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Computer Misuse and Cyber Choices Policy  
All key stakeholders, including the school IT service provider, have responsibility for the 
safeguarding of young people from computer misuse and are aware of the Cyber Choices 
programme led by the National Crime Agency (NCA) and managed locally by Regional Organised 
Crime Units (part of the national policing network).  The risks to young people of crossing the 
line into committing cybercrimes is a safeguarding issue. This often happens without the 
individual even realising, young people need support in making the right #CyberChoices in their 
use of technology. Young people with an interest in technology, a high IQ, and an appetite to 
engage in risky behaviours are considered to be at a higher risk of committing a cyber offence, 
but many first-time offenders are also unaware of what the law governing cyber offences actually 
is. The average age of first-time cyber offenders in the UK has fallen significantly in recent years. 
The Cyber Choices programme works with individuals committing, or at risk of committing, 
cybercrimes which can only be carried out with technology, where devices are both the tool for 
committing the crime, and the target of the crime. 

All staff are made aware of the safeguarding risks of computer misuse.  

Learners agree to the Acceptable Use Policy (AUP) which outlines acceptable online behaviours 
and explains that some online activity is illegal. Acceptable computer use is reinforced across the 
curriculum, with opportunities to discuss how to act within moral and legal boundaries online, 
with reference to the Computer Misuse Act 1990.  

Any breach of the AUP or activity by a learner that may constitute a cybercrime, in school or at 
home, will be referred to the Designated Safeguarding Lead for consideration as a safeguarding 
risk.  

Where the DSL believes that the learner may be at risk of committing cybercrimes, or to already 
be committing cybercrimes, a referral to the local Cyber Choices programme will be made  
Where the DSL is unsure if a learner meets the referral criteria, advice should be sought from 
the local Cyber Choices team. 

Parents also have the opportunity report potential cybercrime directly to the local Cyber Choices 
team but are recommended to make school-based concerns through the DSL.  

The IT service provider is aware of the safeguarding requirement to refer concerns about 
computer misuse to the Designated Safeguarding Lead and has a clear process to follow in order 
to do so. 

 

https://www.nationalcrimeagency.gov.uk/cyber-choices


 
 
 
 

 

Responding to incidents of misuse – flow chart 

 

  



 
 
 
 

 

Record of reviewing devices/internet sites (responding to incidents 
of misuse)- to be attached as a file on CPOMs 
 
Group:             
Date:             
Reason for investigation:          
             
              

Details of first reviewing person 
Name:          
Position:         
Signature:         

Details of second reviewing person 
Name:          
Position:         
Signature:         

Name and location of computer used for review (for web sites) 
             
            

Web site(s) address/device Reason for concern 
  

  

  

Conclusion and Action proposed or taken 
  

  

  



 
 
 
 

 

Reporting Log 
Group:        

Date Time Incident Action Taken Incident 
Reported 
By 

Signature 

What? By 
Whom? 

       

       

       

       

       

       

 

 

 


